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1. BACKGROUND

Cybersecurity is considered so important to our national defense that a formal DoD CySP was
established by the National Defense Authorization Act for 2001 (Public Law 106- 398). The purpose is
to promote the education, recruitment, and retention of rising second-year NCAE-C community
college, junior and senior undergraduate, and graduate/doctoral students in cybersecurity studies. In
2018, the program was renamed the DoD Cyber Scholarship Program (DoD CySP). For 2023, the DoD
CySP is partnering with the new DoD Cyber and Digital Services Academy (DCDSA).

The DaD is seeking rising second-year NCAE-C community college, junior and senior (third and
fourth year) undergraduate, and graduate/ doctoral students who are interested in full-ride scholarships
for concentrated studies in cybersecurity and other cyber-related disciplines. Applicants selected for the
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https://www.caecommunity.org/cae-map
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.avuedigitalservices.com%2Fcasting%2Faiportal%2Fcontrol%2Fmainmenu%3Fagency%3DDDW%26portal%3DCYSP&data=04%7C01%7Cel643%40drexel.edu%7C8bf4a66f9a4a4b8092c008d99e080504%7C3664e6fa47bd45a696708c4f080f8ca6%7C0%7C1%7C637714579569202708%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=2SiDFZKPllFri8fBwQR10XpOE3B6bZvk5TCE3gOlmrU%3D&reserved=0
https://www.caecommunity.org/cae-map
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funding is available. Scholarship recipients who successfully complete the terms of an initial one or two-year
scholarship (for example, complete an undergraduate degree), may apply for a second scholarship of up to three
years for completing an advanced degree, if the sponsoring agency agrees. Funding amounts will be pro-rated for
returning Cyber scholars requesting less than a full year of support. When funding allows, Cyber Scholars may be
provided funding to attend one cybersecurity-related conference - USA-based only. No foreign travel authorized.

3. APPOINTMENT AND HIRING AUTHORITIES

Chapter 112, title 10, United States Code anticipates that recipients of scholarships will participate in
experiential learning assignments (called "internships™ in the law) at the DoD Components and Agencies while
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https://www.opm.gov/policy-data-oversight/pay-leave/salaries-wages/
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= System/network administration and operations
=  Systems security engineering
= Information assurance systems and product acquisition
= Cryptography
= Threat and vulnerability assessment, to include risk management
= Web security
= Operations of computer emergency response teams
= Computer forensics
= Defensive information operations
= Critical information infrastructure assurance
0 Relevant cyber-related academic disciplines, with concentrations in cyber security, would

include, but are not limited to:
Artificial Intelligence
Aerospace
Biometrics
Business Management or Administration
Business Process Analysis
Computer Crime Investigations Computer
Engineering
Computer Programming
Computer Science
Computer Systems Analysis Cyber
Operations
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https://www.indigobyavue.com/dod-emerging-tech/public/backgroundReadiness
https://www.indigobyavue.com/dod-emerging-tech/public/backgroundReadiness
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managerial disciplines related to computer and network security that are enumerated under Section 4.E. above.
As a community college or undergraduate student, the applicant has a 3.2 out of a 4.0 grade point average (GPA) or,
as a graduate student, the applicant has a 3.5 GPA out of 4.0, or an analogous rank based on a comparable scale.

The applicant’s demonstrated potential for academic success and fulfillment of degree requirements is
substantial. NCAE-Cs shall review the factors enumerated below, and shall exclude from further evaluation and not
recommend any candidate unable to achieve a minimum score of 2 points on a 5-point scale. Scale values range
from:

Insufficient Potential (One),
Sufficient Potential (Two),
Average Potential (Three),
High Potential (Four), and
Superior Potential (Five)

= —a —a _—_a _a

Factors to be considered in arriving at the rating for “demonstrated potential” are:
I The applicant’s original transcript(s) from all institutions of higher education attended
I The applicant’s current Grade Point Average (GPA)
f  Academic honors, distinctions and awards
1 Lettersof reference

6. KNOWLEDGE AND ABILITY

The NCAE-C shall use the AVUE online tool to document its evaluation of each applicant meeting
administrative and academic sufficiency requirements. Applicants are required to write to the following
competencies (included in the online application). NCAE-Cs should use these competencies to evaluate the
appicants.

Evaluations of the following factors shall be based on the supplemental application material
provided by the candidates, letters of reference, and any additional information provided by the
applicant in response to NCAE-C requests made for this purpose.

f Knowledge of the techniques of the information technology and/or information security (assurance)
discipline, including encryption, access control, physical security, training, threat analysis, and
authentication.
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f  Highly Recommended

T Recommended
! Not Recommended

/. GENERAL INFORMATION

Application Forms and Materials: applicants will complete all questions within the new DoD
CySP/DCDSA online application tool
https://www.avuedigitalservices.com/casting/aiportal/control/mainmenu?agency=DDW&portal=CYSP.
Please

NOVEMBER 2023


https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.avuedigitalservices.com%2Fcasting%2Faiportal%2Fcontrol%2Fmainmenu%3Fagency%3DDDW%26portal%3DCYSP&data=04%7C01%7Cel643%40drexel.edu%7C8bf4a66f9a4a4b8092c008d99e080504%7C3664e6fa47bd45a696708c4f080f8ca6%7C0%7C1%7C637714579569202708%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=2SiDFZKPllFri8fBwQR10XpOE3B6bZvk5TCE3gOlmrU%3D&reserved=0
http://www.opm.gov/veterans/html/vetguide.asp
mailto:AskCySP@nsa.gov
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